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Renewing or Replacing AAUP core UTM firewall
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The university is currently using a two FortiGate 1500D UTM firewalls in Jenin campus,
deployed in the scenario active and offline standby.

Therefore, the university is intending to renew the subscription* of the current one to two
years or replacing it with another newer equivalent UTM firewall, that includes the following

minimum required specifications:

1- The firewall must act as a firewall and router and must support the BGP for routing.

2- The firewall throughput must be at least 80 Gbps and more is better.

3- The intrusion prevention system IPS throughput must be at least 13 Gbps.

4- The firewall threat protection must be at least 5 Gbps.

5- The firewall SSL inspection throughput must be at least 10 Gbps.

6- Firewall latency must be very low,

7- The firewall must have at least 8X10G SFP+ ports and at least 8X1G SFP ports and
16X1G RG4S ports.

8- Must include at least four 10G Short-range transceivers.

9- Must support SSL-VPN with throughput at least 4Gbps and at least 10000 users and IP-
SEC VPN with throughput at least 50Gbps.

10- The firewall must has application control to make restrictions based on application name
with throughput at least 16Gbps.

11- The firewall must support the web filter feature.

12- Features that must be supported in the firewall are antivirus, web-filter, IPS, Application
control, anti-spam, Web application firewall and sandbox on the cloud.

13- Must be able to be connected to LDAP servers.

14- Full installation and deployment

15-In the case of renewing the current UTM , we need to renew the FortiAnalyzer annual
support.

16- Firewall Official Training for at least two persons.

*The current UTM bundle will expire by 20/7/2019
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