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Access Control and Identity Management Solution

In order to keep up with every cutting-edge technology for the convenience and safety of its
employees and students, AAUP is intended to deploy a comprehensive access control and
identity management system in its campuses. The solution will be divided into multiple phases,
so that the final optimal solution will include all the university gates, doors, elevators, facilities,
and any identity checking needs ( i.e. clinic system, library system, sport facilities membership,
dorm rental, self-service kiosks..etc)

* The provided solution should be flexible, scalable, and open for any integration or future needs

such as face recognition access control.

* The provided solution should be easily integrated with our current systems (HR, Students
Registration system, Oracle DB, MS SQL DB, MS Active Directory, ..etc)

* The provided solution should be full compatible with any future face recognition access control
deployment

* The provided solution should be UL listed or complies with European and USA standards

* The Provider should provide POC, and if it fails to fulfil all requirements it will be rejected

* The Provider should provide, install, and run the system from A to Z.

* The Provider should submit list of materials and equipment to be incorporated in the work
including complete manufacturer's diagram and circuit routing of the system. List of materials
and equipment shall be supported by sufficient descriptive materials, such as catalog cuts,
diagrams and other data published by the manufacturer to demonstrate conformance with the
specification requirements. Catalog numbers alone will not be accepted

* The Provider should complete the full solution within at least two months after AAUP
confirmation of starting to deploy in production.

* First phase of this solution should include the access control at the university main 6 gates or
entrances, with the following basic requirements:

1. Outdoor Stainless Tripod Turnstile:

This needs a field visiting to inspect and check the current gates status. And accordingly,
to detect the suitable quantities, types, optimal designs, and installation requirements.
As a first roughly estimation we need at least 12 Tripod turnstiles, to be used for entrance
and exit at the same time. 10 for Jenin campus and 2 for Ramallah campus.

2. Access Control Readers(Qty 12)
- Waterproof (IP66) , supports Hid card, EM card & Mifare card
- Exit Button: Waterproof (IP66), Zinc-alloy or stainless housing

3. Access Control Controller (Qty 6)
- One door IP controller (entry and exit)
- 3 types of interfaces, Wiegand, RS-485 and TCP/IP, supporting 2 readers for each

interface .
s RS-485 / OSDP communication e e
- 4 digital inputs for door contact, exit button, fire contact and tamp reontact (J :
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- 4 relay outputs for lock, alarm, 2 LED for an access granted and access denied
- DC 12V, 3A / PoE+ (IEEE 802.3at)

- Stores up to 100,000 cards

- Suitable for door, parking lot and elevator controls

- ONVIF (Profile C) conformant

- IP54

4. Access Control Software:

- Should be open for integration with Active Directory, Oracle DB, and MS SQL

- Should support detail reporting and querying and auditing capabilities
Should be able to send a match photo and personal info to a PC at the gates , instantly for
each access action at any of the intended gate’s access controller.

- Control up to 1,000 Controllers

- Four access modes: Card only, Card and PIN Code, Card or Common mode, Release
mode
Alarm conditions available: door held open, door forced entry, tamper, access denied,
duress, fire alarm

- SMS or E-Mail notification with user-defined content, video snapshot and user photo

- Up to 100 Web browser connections supported

- Up to 100,000 cards supported for AC Controllers

- Up to 1,000 system users and 10,000 access groups

- Up to 256 time zones, weekly schedules and holiday planning for 14 months

- Multiple cards per user

- Enroll cards in batch mode

- Anti-Duress operation

- Anti-Passback capabilities

- Door Interlock

- User-defined screen layout and dual monitor display support

- Patrol Tour requiring security personnel to check in at the specified locations

- Integration of face recognition into security management with support for Face

- Recognition Cameras / Face Recognition Software

- Video integration with software, IP devices and third-party IP cameras for live viewing

- Support for third-party IP devices using ONVIF, PSIA and RTSP protocols

- User-defined matrix of 16-channel multi-views

- Instant event playback

- Monitor unlimited controllers over Internet

- Remote door monitoring, video playback, door operation

- Flexible workforce schedule arrangement

- Payroll calculation

- Attendance and payroll report search

- Remotely watch live view from connected devices

- Remotely add or delete cards, users, controllers, access groups, cameras

- Remotely set up operator accounts, patrol tours, parking lots, and notification settings

- Web interface for historical log search with corresponding video and snapshot

- Log export in Excel, Text, HTML, Zip and PDF file formats -f—-—-—'~‘:::'af-3 e

- View access data on Google Maps in the order of access time (o \
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- Track GPS positions of detected vehicles

- Visitor record search

- Visitor self-registration

- Support multi systems

- Provide the connection and alert status of each controller, door, LPR device and lane

- Access live views of cameras mapped to a door or lane

- Lock or unlock a door

- Open an LPR gate

- Clear an alert event

- Push notifications upon any access control, LPR, I/0 box, system and user activity events
from software

- Push notifications and live view call

- Access patrol tours created from software

- Check in at patrol points

- View patrol status and historical tours

5. USB Card reader:(Qty 5)
Supports Card type: Hid card, EM card & Mifare card

6. Cards: (Qty 170000)

MIFARE 13.56 Mhz , PVC cards printable on both sides
7. Hand held access control readers ( Qty 6)

This item will be used as a patrol access control reader over wifi , for example to check
suspected car passengers , or for the students indoor parking area.
8. Mini PC + 50” TV Monitor (Qty 7)

Those items will be installed at each gate, in order to reflect instantly any access control
authentication actions, by popping up the persons details and photo.

Warranty: A. Submit manufacturers’ written warranty for period of 3 year from substantial
completion for the repair or replacement of defective materials and workmanship
Training: Official training from vendor for 3 persons
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