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1 General Requirements

I~ The Proposed Solution must possess all the required specifications mentioned in Part ‘Mandatory

Requirements’.

2. The Proposed Solution should not be currently blacklisted by any Govt. dept. /Public Sector Unit.

(98]

certifications.

EI

Functional Requirements

SOLUTION REQUIREMENTS

The Proposed Solution must be Gartner’s quadrant, Forrester Research, or any equivalent Test report &

The Proposed Solution should be a leader in the Gartner Magic Quadrant for last 3 years.

The Proposed Solution should have deployed similar type of solution within the last 2 years in Palestine.
The Proposed Solution must have support office in Palestine.

Solution should protect against common threats such as those identified in the OWASP top 10 latest release.
Proposed Solution Provider must be able to provide a Presentation and POC on request.

I. Must be able to prevent AAUP systems from Zero-Day exploits & attacks and not to rely on signature-based
detection and protection methods.

2. Proven track record on effectively preventing enterprise endpoint systems from Ransomware and other types of

advanced threats.

3. Must provide an intuitive white and black listing capability that is auditable and granular that can be applied to
an endpoint, group of endpoints or system-wide.

4. The new solution should remove or minimize the current endpoint protection workloads that are manually

handled by ITS staff.

5. Must be able to interoperate with future SIEM, IDS/IPS and other information security systems to provide

additional level of protection through early threat detection and prevention.

6. Must be able to provide protection for diverse AAUP digital assets including Microsoft Windows, Linux,

Android and Apple OSX based Mobile, desktops, laptops, tablets and servers.

7. Provide a consistent, functional, centralized administrative interface that is intuitive and easy to navigate.

8. Provide capability to make the routine tasks easier to manage.

9. Provide a secure, cloud-based, Hybrid or on-primes console for a single point of administration.

10. The solution should be able to automate the endpoint prevention by autonomously reprogramming and retuning
itself using threat intelligence gained from behavioural analysis, reputation, Al and machine learning.

I1. Doesn’t rely on resource intensive detection and protection methods that can adversely affect the performance

of installed AAUP devices.

12. Ability to fully protect and support the AAUP’s mobile endpoints that can be disconnected from the networks

for an extended period of time.
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13. Must provide flexible email notification capability to alert AAUP staff about suspicious activities that may pose
security threat to the AAUP’s assets.

14. Solution must provide a REST API to communicate and interoperate with other AAUP systems to automate
information security operational workloads.

15. All capabilities of the proposed solution must be delivered through a single endpoint agent that cannot consume
more than 15% of resources of the installed device at its peak.

16. The solution’s agent should have a minimum footprint and performance impact on the AAUP endpoints (should
not noticeably impact end user’s computing experience during scanning or continuous protection).

17. The administrative console should be scalable to accommodate all related AAUP workloads and must resilient
enough to provide maximum uptime.

18. The vendor should provide 24x7 product support over multiple channels including web-chat, Zoom as well as
the traditional channels such as email and phone support.

19. The vendor is expected to provide timely support for project planning, deployment, problem resolution for the
proposed solution.

20. The vendor is expected to perform knowledge transfer of all necessary operational matter to ITS staff to ensure
the AAUP can effectively manage and maintain all ongoing operations of procured solution to keep AAUP assets
secure,

Technical Requirements

I Agent applications should provide protection for the following endpoints types (Approximately 600 endpoints):
a. All Windows 7, 8.1 and 10 operating system versions (32 & 64 BIT) including variations of service
packs

Apple MacOS Devices

Mobile Apple OSX and Android based systems

Windows Server 2003, 2008, 2008 R2, 2012, @012 R2 and 2016

e. All Open Source, Commercial and Custom build Linux OS and Server types and versions.

2. Vendor must list the minimum hardware and software requirements for its endpoint agent; specify supported

browsers to manage its administrative console application and any other requirement that is necessary to

manage the proposed endpoint protection solution,

Must be able to retain the administrative console logs for a minimum of 6 months.

4. The false positive threat identification should be less than 0.1% of the installed AAUP endpoints at any given
time (for example, if the endpoint agent is installed on 5000 AAUP endpoints, the false positives should be less
than 5).

5. The administrative console should be always responsive and accessible from anywhere to provide secure access
to manage the endpoint protection solution.

6. The endpoint protection agent should not cause performance degradation on the installed AAUP systems.

7. The administrative console should adhere to responsive design principles to accommodate diverse endpoints
(laptops, tablets and phones as applicable).

8. Proposed solution must provide capability to export the collected information to on-premises and other cloud
systems for additional processing.

9. The solution’s agent must be easy to deploy, re-deploy and manage through its life-cycle.

10. The solution should provide both real-time and historical reporting capability that is intuitive and easy to use.

I'l. Only relevant information should be presented to the authorized console user (i.e. security trimmed) based on
the user’s role in the system. However, the console administrator(s) should have ultimate access to the system
and all its components.

12. The detected threat information should be communicated to the system administrators and designated ITS staff
in real-time.

13. Console should provide all summary statistics in its main landing page.

14. Statistics for different type of threats should be simultaneously displayed in a real-time in the vendor’s console.

15. Real-time threat statistics should be displayed in graphic and numerical forms.

16. System should have an open reporting architecture that easy to share, customize and export to other systems.

I7. The solution should provide capability to generate status reports for the monitored endpoints on a predefined
schedule.

18. Management system should be able to email the scheduled reports to identified AAUP staff.

19. Status reports should be generated in HTML, PDF and Excel formats in order to be shared with management

L~
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20. The solution should provide holistic and historic reporting of the protected endpoints (through real-time, ad-hoc
and for a specific time period).

21. Any changes or upgrades to the management console should be scheduled and approved by the AAUP.

22. The administration console should be accessible to any authorized AAUP staff on any device and anytime.

23. The AAUP staff should be given different levels of access that is appropriate with their role in the support of the
system (such as viewing real-time incident information and statistics and resolving individual incidents) as
opposed to system-wide functions (creating and modifying policies for the solution) that is associated with the
administrator level access.

24. The AAUP users should be able to be configure scheduled custom reports in addition to standard reports
provided by the vendor.

25. Solution should support minimum Transport Level Security version 1.2 (TLS) to provide secure connections.

26. Solution’s web console should be capable of filtering events to show only security related data that is relevant
and requires immediate attention.

27. The centralized management console should facilitate a granular new agent deployment and control of remote
workstations.

28. The proposed endpoint protection solution should not cause or introduce security vulnerabilities to the AAUP
system.

Desired Requirements

I~ Solution to interoperate with Active Directory through ADFS to provide access to system functions in addition
to console’s own local security database.

2. Provide integrated, remote remedial workflow, EDR and XDR capability that removes or reduces manual staff
intervention.

3. Provide extensive Role-Based-Access (RBAC) to administrative console to ITS staff to enable AAUP staff to
complete their workloads in a timely manner.

4. Able to replace the existing endpoint solution (Symantec Endpoint Protection Agents and software) without any
consequence or loss of capability.

5. Provide protection from fileless malware.

6. Provide easy and intuitive global search capability that provides intuitive drill-down interface to assist in
investigation of suspicious activities.

7. Prevent uninstall of endpoint protection agent from the AAUP owned devices by end-users who have elevated
(high privileged) access on those systems.

8. Able to uninstall the endpoint agent from the installed systems through the management console.

9. Able to investigate and mitigate the potentially infected endpoints remotely.

10. Provide SMS notification capability to timely alert the AAUP staff about malware and security threats,

I'l. Provide extensive, interactive reporting with drill-down capability on captured incidents.

9. Provide extensive, full auditing capabilities for every step of the system workflows.

10. Integration with Azure AD, Microsoft 365 and Office 365 and other AAUP SaaS and cloud Services

I'l. Should take in consideration that the current Endpoint & EDR system will be expired by 10-April-2022.

2 Mandatory requirements

Contact details

—_—

Please supply details of the certified and expert person(s) at your organisation who can be

contacted and verified by AAUP. Please give their name, title, address and location, telephone
number, fax number and e-mail address.

Company details
a. Please give details of your company, stating its full registered address and company registration number and all
legal documents,
b. Please set our details of the partner and vendor company and specify the relationship between it and your company

and provide detailed level of partnership and certification. gl e e PN i
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c. Please set out your geographical locations which are relevant to the requirements set out in this RFP and the length
of time you have operated from these locations.

Your Organisation’s staff
d. Please give details of your staff numbers, skills, duties and locations those who will be associated with the
proposed work. Please set out any key skills or employee dependencies and the availability of replacement skills in
those areas.
e. Please explain the organisational and management structure of your organisation (including an organogram of your
executive management) and the roles and responsibilities of the management teams involved in relation to the
services in the RFP.

Your history, approach, vision and values
f.  Please describe in brief terms, your organisation’s history and the history of provision of outsourcing services.
g.  Over what period of time have you been providing services which are similar to those which are the subject of
RFP.
h. Please provide details of your corporate and business values and how this affects your organisation and the services
it offers.

Customers
i.  Please supply a list of customers to whom similar services to those contemplated by the RFP are provided and the
types of services being provided.

References
J. Please provide references of work done in the past and the success ratio where services were provided similar to
those being contemplated by the RFP.

Outsourcing experience

k. Please provide details of previous experience in providing similar services to the services envisaged in this RFP,
particularly your experience which relates to implementation/transition, service levels, regulatory compliance,
achievement of economies of scale and value for money. Please provide details of size and scale of these services.

I Please specify any additional related services you could offer to AAUP and the benefits of such services.

Standards and procedures

m. Please provide details of your quality assurance processes and management systems and if applicable any quality
related accreditations or certifications you hold.

n. Please set out your policies, procedures and processes in relation to the protection of all information and data in
relation to the services and in relation to other security and confidentiality matters,

0. Please provide a brief risk management overview of the risks that you foresee in the delivery of each area of the
requirements you are responding to. Please categorise these risks according to whether they are risks for AAUP, for
you, or risks that are to be shared jointly. Please specifically state how you propose to manage and/or mitigate these
risks.

p- Please confirm that all goods, services, software and intellectual property which would be provided or supplied by
you in the course of the provision of the services are compliant with applicable regulatory framework.

q. Please give details of the systems and processes that are intended to be used to ensure security of personal customer
data.

Support and Training
A. Support should be available 24/7/365 according to follow the sun principle

B. Local partner of the vendor must have trained personnel and an available stock of hardware / software in
order to provide an immediate response

C. Official and Vendor on-person training and certification for 4 AAUP responsible team and security
members.

Other capabilities
Please set out any additional capabilities or other services you provide bevond the scope of

T T YT maroets
S hniah Sl b e 3l ks, )

those contained in the RFP which may be of interest to AAUP. f e = T
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