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Abstract: The use of Android devices has increased rapidly in recent years, increasing the chance of hacking and crime.
Hackers target smartphones for various purposes, including getting sensitive information, financial fraud, identity theft,
and other crimes. As a result, Android users must be aware of these possible dangers and take necessary measures to
secure their smartphones. Because smartphones are the primary repository of personal sensitive information,
smartphone designers must include security measures and encourage users to install freely available security software.
Most studies have evaluated facial recognition as the most secure feature. This paper shows the uses of a facial
recognition application to protect user files that contain sensitive information. The application uses machine-learning
algorithms, specifically a Convolutional Neural Network (CNN) for face recognition that detects the user's face, tries to
access the file, compares it with the basic image in the local file, and gives the result of whether to open the file or reject
depending on the compared image. The application addresses critical concerns and improves file privacy features on
Android devices, ensuring user file safety, and achieving success with 99% accuracy. It can also distinguish the faces of
women wearing a shawl and people wearing glasses.

Index Terms: Android Smartphones, Security Software, Facial Recognition, Android File Security

1. Introduction

In these days, smartphones have become more than just communication devices. They have become an integral
part of our lives, and smartphones have developed into a significant repository of personal information, including bank
accounts and contact details. Therefore, smartphone manufacturers are putting effort into enhancing security features,
and the latest mobile phones have advanced features to safeguard our data. These devices offer an array of capabilities
that were unimaginable a decade ago, making them powerful computing platforms that can handle complex tasks, from
browsing the internet to running advanced applications. This makes files vulnerable to hacking by unauthorized people
[1,2].

Smartphones on the Android operating system come equipped with several basic applications such as contacts,
cameras, radios, memos, alarms, and many other features. This makes them extremely convenient and popular,
encouraging people to use them more often in their free time or whenever they get the chance.

They are also widely used for networking through chat, email, and social media. Additionally, smartphones are
used for processing tasks, real-time communication, and multimedia services, including multimedia data sharing and
video conferencing. Due to these factors, the use of smartphones has exploded over the years. However, because of
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their advanced features, they are often carried everywhere, making them susceptible to theft or loss, as well as various
types of attacks. Consequently, most mobile devices come equipped with built-in locking mechanisms, such as Personal
Identification Number (PIN) passwords, patterns, fingerprint recognition, and sliding lock (swiping left or right).

Although these are the most commonly used locking mechanisms, they are unfortunately vulnerable to shoulder
surfing and smudge attacks. Therefore, new and effective locking approaches must be developed [1]. To address these
issues, it is important to:

e To investigate whether personal data and files on the device are secure from unauthorized access.
e To protect against data breaches and theft.
e To give consumers a smooth and simple experience by utilizing a safe and quick authentication technique.

The main contribution of this paper is the development of a novel machine-learning algorithm for file protection on
Android smartphones. The application aims to reduce attacks on Android files and protect user data. In addition, the
algorithm can distinguish between people wearing eyeglasses and those using face recognition without eyeglasses.

This section provides an overview of Android file attacks and the remainder of this paper is organized as follows:
Section 2 describes the literature review and previous work. Section 3 describes the methodology that was employed.
Section 4 illustrates the results and compares the model proposed in this paper and those from other studies in the
literature. Section 5 summarizes the overall conclusions of the paper.

2. Background

In 2023, approximately 3 billion smartphone users are predicted to be Android users, with at least 80% of them [3].
Asia, as one of the leading countries in smartphone development, has the most Android users compared to the Americas,
Europe, and Australia [4], including Japan, India, Singapore, and China. India is the fastest-growing smartphone
country, with at least 100% of its population using smartphones [3], With these statistics, an increasing number of users
are subject to personal information and sensitive data experiences. 78% of smartphone users had their identities, such as
their names, private information, pictures, and classified movies hacked [5]. There are many variables affecting mobile
phone security. This literature review is divided into the following sections: Section 2.1 Security Authentication, section
2.2 Face Recognition Development, and Section 2.3 Android Application.

2.1 Security Authentication

Mobile phones frequently do not have passwords to identify users and manage access to data maintained on the
devices. This increases the risk of unauthorized access to sensitive information on stolen or lost phones [6]. In other
cases, authentication occurs due to a simple pattern or Personal Identification Number (PIN) [7] that can be predicted,
forgotten, written down stolen, or eavesdropped [8]. To avoid tracking, most users turn off the phone's location tracking
[9], restricting its capabilities in added security if it is stolen or forgotten [10]. The existing security app lock features a
simple set of authentications, which results in the same degree of security as Android itself offers [11]. Other apps have
a complex set of authentications that take a long time for customers to open their phones and applications [4].
Furthermore, the majority of program locks on the market may be simply deactivated or removed [12]. Most app locks'
weak security authentication can still risk the protection intended by the user upon download [13]. The human face
gives a lot of information about a person's identity. Facial recognition is being developed to capitalize on its uniqueness
[14]. Facial recognition provides the most secure solution because each individual is distinct from others. One of the
most active research areas in secure information systems is biometric identification on smartphones. A great deal of
research has been published on the creation of facial recognition apps for Android smartphones. Connection attackers.
An effective server or virtual server assault will harm all service elements aggregated under the affinity protocols. In
terms of detection, attacks on one service instance will likely affect others in the same affinity group. Affinity policies
might thus be utilized as an early warning system to prevent attack transmission throughout numerous services.
Unfortunately, there is no standard means for cloud service suppliers or particular renters to quickly share this
information with other companies.

2.2 Face Recognition Development

Much research has been published on face recognition development for Android smartphones.

A study by Guillaume Dave et al. [15] focused on the performance of face recognition algorithms on smartphones.
The researchers experiment with the algorithms on smartphones with 600 MHz processors and 256 Mb RAM. By using
134 face images of 10 different people to make their tests. The results showed that using the Fisher face algorithm, the
recognition rate was 94%, achieved within 1.6 seconds.

Vazquez-Femandez et al. [16] demonstrated a smart picture-sharing app for Android devices that uses facial
recognition. High Tech Computer Corporation (HTC) Desire with 1 GHz engine and 576 MB RAM and Samsung
Galaxy Tab with 1 GHz processing and 512 MB RAM were used in the tests. They checked the application for 50
contacts with four pictures for each interaction and obtained 0.35-sex on HTC Desire and 0.47 sec on Samsung Galaxy
Tab to recognize the facial features.
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Dospinescu and Popa [17] developed an Android application that uses face recognition technology to allow access
to specific regions or rooms only to legitimate people. This application can be useful in various settings such as
hospitals or educational institutions where only employees are allowed to enter certain rooms. The authors utilized the
Face identity algorithm by importing the OpenCV library into the Android project for the facial recognition process.
They evaluated the application's face recognition and detection functions by evaluating it on different types of photos
which include 1 to 100 faces. The accuracy of the results is affected by the lighting conditions and the camera's face
location. Face detection is a highly efficient technique that can detect multiple faces in a group picture. In the event of a
group of pictures, still, the face detection technique is more reliable than the facial recognition process.

Chaudhry and Chandra [18]. Explored mobile computing to develop a face recognition and identification system
for visually asked individuals in their work. The technology makes use of the camera and earpiece of a smartphone's
mobile device to create a small and lightweight device, which is aided by a server-based assistance system. The facial
recognition technology is user-friendly for visually impaired people, with a simple interface. The authors executed the
built-in algorithms of the OpenCV library into the Android project for face recognition. For quick extraction of features,
the system employs the Local Binary Pattern Histograms (LBPH) algorithm. They put the smartphone app through its
paces on a bespoke video database using eight films shot in the nighttime with varying facial jobs. The face detection
experiment was repeated 80 times, with results indicating an accuracy of up to 93% in well-lit situations. When the
individual stared squarely at the camera with a neutral expression, it achieved greater detection accuracy. Overall, this
work gives a possible way to allow visually requested people to swiftly identify and locate faces. When faces can be
identified at narrow distances and different facial expressions are utilized, accuracy decreases. Over 50 test runs for face
recognition. Persons gazing virtually directly at the camera with a neutral face look had fairly good recognition
accuracy. Recognizing faces at various positions with diverse facial expressions produced lower results. The usage of
solely frontal visage images for joining a person into the face registry is a major factor in low accuracy in identification.

The OpenCV library is used to recognize and detect faces within the mobile application [19]. The Local Binary
Pattern face features classifier was used for face detection, whereas the Local Binary Pattern Histograms model was
used for face recognition. Although the recognition algorithms perform well, they are influenced by a variety of
considerations like as the lighting, the person's perspective on facial expressions, face covering, camera features, and
the operation of the mobile device itself.

When algorithms are used for facial recognition, their performance is affected by a variety of variables such as
lighting, the person's position, expressions, face coverage, camera features, and the mobile device's performance.
Marian Harbach et al. [20] evaluate the efficiency of smartphone keys in their research. They attempt to develop
solutions that prevent unwanted parties from obtaining access to devices (security), while simultaneously reducing the
load on legitimate users (usability). Over a single month, 134 people who had instrumented smartphones logged
incidents. The findings demonstrated that current lock screen technologies provide customers with significant
compromises between usability (discovering speed vs. unlocking frequency) and security. Pattern users, who opened
more frequently and were more prone to errors, took longer to enter their codes but made fewer errors. On average, PIN
and pattern users require an identical amount of time to get into their devices. However, there have been limitations to
the findings presented in this study. To begin, all participants were University of Buffalo pupils or staff, so they may not
be representative of all people who use smartphones. Second, every participant used the same device, an LG Nexus 5.
Finally, the authors' data collection period exceeded thirty days.

Many people recently saved crucial files on their smartphones. According to the findings of statistics in a survey
[21], 24.12%o0f Android users use Smart Lock; 32.35% use CM Lock; one-hundred twenty- 36.47%use AppLocker;
4.12% use Finger security; 0.29% use Privacy Knight; and 2.65% do not use any other application. Based on these
outcomes, the majority of users used AppLocker, indicating that researchers should focus more on securing programs
on Android smartphones as safety is absent for apps in other security apps, most of the applications available in the
market can be easily removed or uninstalled and have some limitation.

Tan and Triggs [22] created a system for recognizing faces in uncontrolled lighting settings. To reduce light effects
while maintaining essential image details, they used powerful lighting normalization, local texture-based representation,
altered distance transformation, kernel-based feature extraction, and a variety of features. Local Ternary Patterns (LTP)
were introduced, which are less sensitive to noise and more effective than Local Binary Patterns (LBP). They also
modified their methods by incorporating Gabor wavelets with LBP and obtaining attributes using Kernel Principal
Component Analysis (PCA). On the FRGC-204 dataset, they attained an accuracy rate of 88.1% with a false acceptance
rate of 0.1%.

Another option for unlocking a smartphone is to develop a mechanism that uses variations in facial expressions to
address the problem of computers being unable to discriminate between genuine faces and photos [23]. The locked
smartphone will be opened once the face has been correctly recognized and the way it looks has been adjusted [23].

Our Android application for securing files will differentiate itself by addressing critical concerns regarding file
privacy and safety on Android devices. With an impressive success rate of 99% accuracy, our application not only
secures files but also utilizes advanced facial recognition technology to ensure that only authorized users can access
sensitive information. Notably, it can accurately distinguish the faces of individuals wearing shawls or glasses,
providing a robust layer of security in diverse situations. By integrating these advanced features, our application aims to
significantly enhance file privacy, giving users peace of mind knowing their data is well protected against unauthorized
access.
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2.3 Android Application

A group of developers have developed a creative Android application that employs powerful algorithms for facial
recognition to secure the phone being used by the user from possible hackers. This advanced technology scans the user's
face with the smartphone's front-facing camera and only allows access to the device if the facial features match those
registered by the owner.

The researchers in[21] provided a survey to 340 respondents, asking about how often users change the safety
applications' passwords. 1.76%change their password on a regular or daily basis; 24.71%) change their password every
week; one hundred forty-five (145, 42.65% change their password every month; 10.59% change their password every
year; and 11.47% rarely change their password. The majority of respondents changed their password (PIN, Pattern, and
Password) monthly, indicating that they are not happy with their security and need to update regularly. As Android
smartphone’s PIN, Pattern, and Password can be easily determined, this highlights the need to develop an application
that can protect user smartphones and files.

F-Loker application [21]. This is capable of providing security to applications selected by the users. It enables you
to "Start Service" and "Block" particular apps, including built-in and downloaded applications. The system is ready to
use once the safety options are chosen. Users just need to choose all of the installed programs mentioned in the system
to secure and then click "save." Face recognition security is applied to all specified applications before they can be
opened. If the face recognition fails on three occasions in succession to match the authorized user's face, access to the
application fails and the application must close.

App Locker in[1] is an Android application that secures your device's screen and application access. It uses the
LBPH algorithm from the OpenCV library to deliver rapid and efficient face recognition. The face recognition method
works perfectly even in low-light situations. App Locker protects your entire phone with a single app, removing the
need to install third-party apps or utilize the settings app. Furthermore, the app offers an online interface from which
you or a system administrator may view all installed applications, determine which are locked and which are not, as
well as enable or disable others. This capacity is particularly useful in company settings where employees are bound to
certain limitations.

File Management application in[24] includes all of the standard file management operations, such as recording,
slicing, pasting, deleting, renaming, compressing, decompressing, transferring, downloading, and bookmarking. It
allows you to browse files not only on your devices but also across your network, including FTP, SMB, and cloud
storage. It supports an extensive selection of media files and major file formats, including[24].

AppLocker with Face is illustrated in Fig.1.[25] is an app that uses facial recognition technology to lock any app
on your phone shown in Fig.2.This clever biometric function scans your face, ensuring that only you have access to the
apps you have limited access to. You may apply the lock to any app on your phone, adding another layer of security to
your personal information.

Fig. 1. AppLocker with Face [25].

Super Applock with Face ID in illustrated Fig.2.[26] is an app that allows you to lock and unlock apps using your
face. That is simple and safeguards your mobile phone's apps. If you see any untrue advertisements in Face ID, Face ID
is fully dedicated to combating them. If you are already familiar with applications with face lock or face tracking, then
you will be interested in our own.
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Fig. 2. Super AppLocker with Face [26].

Smart Lock app [27] protects your mobile phone's privacy from hackers. You can find the most essential app here
that conceals apps/pictures/media files by managing passwords. It offers many advantages, such as app locking,
becoming awake, and auto screen rotation.

2.4 Recent Advanced Face Recognition Technology

Facial recognition technology has seen a significant development in recent years, driven by the growing need for
reliable biometric authentication solutions, especially in security applications on mobile devices [28]. Over the past
decade [28,29], models have shifted from relying on manually defined features to deep learning, which has helped
improve model performance under diverse environmental conditions such as lighting and facial angles. Advances in
convolutional neural networks (CNNs) have contributed to a high resolution approaching the human level of identity
verification [28]. These models are designed to handle various challenges, making them suitable for security
applications such as file protection on Android systems. According to recent research, these include significant
advantages in technologies such as DeepFace and ResNet [30], which research suggests better concealment of agents,
boosting performance in hardware-specific applications.

2.5 Deep Learning Approaches in Face Recognition

Deep learning has greatly contributed to improving facial recognition technology, as convolutional neural
networks (CNNSs) have improved accuracy in recognizing complex features in images [31]. For example, networks such
as ResNet and ArcFace have dramatically transformed the performance of models by extracting fine details from facial
images [32].ResNet introduced the residual connection method, allowing for increasing network depth and improving
its ability to extract rich representations that could resist challenges such as changes in lighting and facial angles [32]. In
addition, ArcFace has proven effective in improving identity recognition by adopting additional angle loss that
enhances the distinction of nuances between people [30]. These technologies are essential for facial recognition
applications in mobile devices, as they provide robust and reliable protection without compromising performance,
making them ideal for security applications such as file protection in Android [30].

Our application in this paper is developed to provide an extra layer of security to the user's device, and it can be
useful if the device is lost or stolen. It can also prevent unwanted access by thieves seeking to hack into the device. This
paper will answer the following research questions:

1- Can machine learning algorithms be effectively utilized to develop a model for an Android application locker?
2- Is the application providing greater accuracy and giving distinct outcomes?
3- Is the face recognition application enhanced security and user-friendly features?

3. Methodology

This study aims to develop an android application utilizing facial recognition technology to enhance smartphone
security, by using machine learning algorithms specifically deep convolutional neural networks for different kinds of
pictures. Then, in evaluating the suggested application's performance, we compare the accuracy of our proposed
application to that of current applications by gathering input from Android users on applications. This study utilizes a
mix of research methods. Qualitative research methods for facial recognition, and quantitative research to assess the
performance metrics of the machine-learning algorithms presented in this paper.

We can divide the face recognition operation into three parts: face detection, comparing faces with the faces saved
in the system, and face recognition with the goal. These three parts are explained in detail in the following phases, as
shown in the accompanying image.

Fig.3. depicts the main phases of the implemented Android application for securing files. The next subsections
within this section will provide detailed insights into these six phases and their inside components utilized in
constructing the proposed application for protecting files.
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Machine
Learning Automation
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Image
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Fig. 3. Main phases of Android application to protect files.

3.1 Image Collection

The initial step involves the use of a mobile application developed using the Flutter framework. The app enables
users to capture their facial images using the camera on their phones, leveraging the "camera” package to ensure the
efficient real-time capture of images. Subsequently, the captured images are transmitted to the machine-learning model,
which is implemented using the Python programming language. We utilized a dataset comprising approximately 1500
images, which includes a diverse group of individuals beyond just family and friends, to provide a balanced and initial
evaluation of the application's accuracy.

3.2 Image Cleaning and Preparation

This phase is considered an important step to prepare the image for the next phases of dataset processing and
modeling as well, which might be affected due to image quality issues. This phase mainly involved steps for cleaning
the image.

1. Initialize the Face Recognition Library:
By loading and configuring the face recognition library to prepare it for processing the images.
2. Process each image:

Here, it iterates through each image in the dataset and uses the library to analyze the image for the presence of
human faces.

3. Verify face detection:

For each image, check the output of the face recognition library to determine if a face is detected.
4. Filter Images:

In this step, retain only the images that contain human faces, and discard any images without detected faces.
5. Proceed to the Next Phase:

At the end, pass the filtered set of images (those containing human faces) to the next phase for further processing
or analysis.

3.3 Image Preprocessing

Preparing images is a crucial step in modeling, and it is necessary to address any issues with the image before
applying machine-learning models. This ensures optimal results by utilizing clean and uniform data. Since image
quality significantly influences the effectiveness of models, during preprocessing, the system determines the system
determines the location and orientation of the face in the image. The face_recognition.face_locations(unknown_image)"
function is used to determine the coordinates of the face. This step is important to standardize the input for the encoding
phase, ensuring that the features are correctly extracted from the true regions of the image, so we can ensure that the
next phase proceeds without errors.

3.4 Feature Selection

Feature selection, specifically feature engineering, plays a crucial role in the effectiveness of face recognition
systems. This process involves identifying and extracting relevant features from images that can be used for accurate
identification and verification of faces.

1. Face Recognition Library:

The face recognition library, built on top of dlib, provides powerful tools for face detection and recognition. One of
its key functionalities is the extraction of facial features using the face_recognition.face_encodings function.
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2. Facial Feature Extraction:

The face_encognition.face_encodings function processes an image to identify and extract facial features. This
includes detecting key facial landmarks such as the eyes, nose, mouth, and jawline, and calculating their relative
positions. The library specifies 128 points on the faces of these landmarks. Once the locations of the eyes and mouth are
known, the image is adjusted through simple transformations like rotation and scaling to center the eyes and mouth as
accurately as possible, without introducing distortions. These transformations preserve parallel lines and are referred to
as affine transformations.

3. Encoding Process:

The encoding relies on the distances between facial landmarks, which capture variations in facial structure and
features while remaining resilient to changes in lighting, angle, and facial expressions.

The most straightforward method of face recognition involves directly comparing the unfamiliar face from Step 2
with all the images of people who have already been tagged. If we find a previously tagged face that closely resembles
our unknown face, it is likely the same person.

4. Modeling:

The resulting encodings can be used in various machine-learning tasks, such as clustering similar faces, identifying
individuals, or verifying identities against a database of known faces.

By transforming the raw image data into meaningful feature encodings, the model can efficiently compare faces
and make accurate predictions. The next phase involves choosing the machine learning algorithms to be used.

3.5 Machine Learning Modeling

Machine learning falls under the umbrella of artificial intelligence and involves algorithms that enable systems to
learn and recognize patterns. There are two main types of machine learning: supervised learning and unsupervised
learning [33]. Supervised machine learning uses a predefined set of features to identify classification features and
requires learning features from the input and output. With labeled training data, a supervised learning algorithm can
learn from and make predictions about new data. On the other hand, unsupervised learning involves a learning system
with input but no predicted output variables. Cluster analysis and association mining algorithms are examples of
unsupervised learning approaches.

This section outlines the workflow of the proposed model and the machine learning algorithms that are at the core
of the face recognition functionality.Fig.4 illustrates the workflow of the proposed convolutional network. Which is
powered by the pre-trained models provided by the face recognition library. The encoded features from the known and
unknown images from the previous step are compared using the "face recognition.compare faces function,” which
determines the probability of a match. Additionally, the "face recognition.face_distance" function computes the
Euclidean distances between face encodings to quantify the similarity between faces. These comparisons form the basis
of this system, ensuring that the correct individuals are identified accurately.

H Multi-layer
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! b Style
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Fig. 4. Classification for face recognition using a convolutional network [34].

The conventional neural network is a subfield of machine learning. Fig.4 illustrates the structure of a
Convolutional Neural Network, and how it works to classify the image and recognize the face. The neural network
takes in data trained to recognize the pattern in this data and then predicts the outputs for a new set of similar data [31].
The steps below represent how it works in detail.
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1. The image is represented as a pixel of an array and the Face landmark specifies 128 points in the face.

2. Send the input to each neuron, which is connected to the neurons of the next layer through a weight, and then
provide the hidden layer neurons with the sum of these weights as input.

3. To this sum, add the bias and then run it through the activation function. Also, the neuron gets activated if the
activation function gives a high value.

4. The method of operation is known as forward propagation. It calculates the error by comparing the projected
output to the actual output.

5. Using backpropagation, change the amount of weight based on the error. Then Repeat the forward and
backpropagation processes until the weights are allocated and the network can properly predict the form.

6. When the weights have been allocated, the training process is complete.

3.6 System Architecture

The user of the application will train their face to save it as a password for his chosen application that he wants to
lock (File containing sensitive information). Each landmark that the system gets in his face will be the guide for the app
to know if it is the user or not. Smartphone owner trains their face and save files on their smartphone, Fig.5 shows the

@[]

User Android Face Recognition File Save photo
Fig. 5. System Architecture

The File Locker's conceptual structure is illustrated in Fig.6., The OpenCV and Dlib library are used to affect the
facial recognition used to take the image. The image will be stored as a string or array. The detection of the face in
pixels will be determined by the amount of facial area collected. This face image saved in a smartphone file will be used
as a training dataset. It will be utilized as a baseline for analyzing and comparing the newly discovered and identified
face images. The locked programs will only be unlocked if they match the stored facial image.

*The Dlib is a flexible and widely used facial recognition toolkit that strikes an optimal balance of resource
utilization, accuracy, and latency for real-time face recognition in mobile app development. It's becoming a ubiquitous,
if not essential, library in the facial recognition scene, and despite competition from more recent candidates, it's a solid
candidate for your computer vision and facial identification or detection framework used with OpenCV to handle light
conditions and rotate images.

A [ —
Detection Id Processing

Compare

Open File (if <:| Convolutional
Matches) Neural Network

Fig. 6. Conceptual Framework

The app's interface is built using the Flutter framework, which enables cross-platform compatibility and provides a
smooth, high-performance user experience. Flutter interacts seamlessly with backend services, handles data exchange,
and manages interface updates in real-time. This framework was chosen for its flexibility and ability to work efficiently
with Android operating systems, in line with the overall system architecture.

3.7 Automation

This phase integrates the face recognition process into the mobile application's workflow. The Flask web
framework provides various endpoints such as /verify, /compare, and /recognition, enabling verification and recognition
operations. These endpoints handle the entire process, from image capture to face comparison, ensuring that the
application operates efficiently in real-time scenarios Fig.7 depicts the automation phases of the implemented Android
application for securing files.
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Trial to Accessa | Credential Needed
File | (Face ID)
y \ )

Image Detection

4

l Face Recognition
No Yes
Match?

Y
BonE Allov_l e Access File
Access File

When a person needs to access a file that contains sensitive information on the mobile device, the application lock
requests a credential (face ID) then the model needs to detect a photo of the user's face who needs to open the file. This
photo is then pre-processed and analyzed in the pre-processing stage it must be compared to the one stored in the file
located on the server. This comparison is done using a specific machine-learning algorithm designed for facial
recognition (CNN) and if it is the correct person opens the file, others reject the access file.

s/

Fig. 7. Methodology used in this paper for access file.

4. Result and Discussion

To evaluate the proposed application, you installed it on an Android mobile. The mobile application gives a menu
for users to choose a file that needs to be secured.

The basic methods are face recognition and sometimes passwords. The first gives access to the phone's content by
taking a picture of the user's face. If the user chooses the face recognition method, which is the most performant and
very easy to use, then he/she will have to first take pictures of them. These photos will be stored in the database and
used in the recognition process. The next step is setting a password for the situation where their face is not recognized,
or to add a new face ID or remove it.

When the files are locked using this method, the user will have to scan their face to be provided access to the file.

We applied this application on Android version 10,11,12, and During testing, we observed consistent functionality
and performance across these versions, with no significant variation in accuracy or speed as version 14 of Android.

Table 1. represents the specifications of one of the devices that were tested, we present this device considering it as
the Android 14 version, which is the latest and most widely adopted version.

Table 1. Platforms used to make experiments.

Specification’s name Specification Value
Android Version 14
CPU Octa-core (1x 3.00 GHz Cortex-X2,3x2.50GHz Cortex-A710, 4x 1.80 GHz
Cortex-A510)
GPU Qualcomm Adreno 730
RAM 12
ROM 256
Resolution 1440 x 3088 pixels
Self-camera front camera has a 40 MP sensor with an /2.2 aperture, 26mm (wide), and
1/2.82",0.7pm

4.1 The Application Interface

When a file is secured and the person tries to access it, the application shows a prompt on the screen asking the
user to click to take a photo for face detection as shown in Fig.8.(A) and Fig.8.(B).
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(A) (B) (©)

Face Detector » |

Fig. 8. Main screen (A), Face Detection (B), Message appears if the face is not correct, or does not exist (C). Enter passwords (D), Face 1D
Management (E), and User’s Face 1D, which are stored in a database (F). Edit face ID (G). Add face ID (H). Detect the face of women wearing shawl

When a face does not match those in the database, it rejects access to the file and the message, which is shown in
Fig.8.(C).

Now we returned to the main screen, exactly to appear of the main screen, where the admin can go to the add face
management screen and register their faces, he has to enter his password again as shown in Fig.8.(D).

When the user needs to register a new Face ID, or add, or remove the Face ID, the application prompts them to
enter the password as shown in Fig.8.(D). After entering the correct password, they can proceed with the Face 1D
management as shown in Fig.8.(E) and Fig.8.(F). If the user tries to edit the face ID, the application appears in the
message shown in Fig.8.(G) and Fig.8.(H). If it is pressed confirm she can modify the face ID else return to the main
screen of the list of facial fingerprints.

When the user is a woman, wearing a shawl as illustrated in Fig.8.(l), can detect the face and then recognize and
compare it with a picture in the database and if it matches can access the file, if not the image is rejected.

Fig.9.(A) When a male participant tries to access the file with his eyeglasses, the application asks Faceld to register
as illustrated in Fig.9.(B) After that, it recognizes the participant with eyeglasses and then he can access the mobile file,
so when the participant wears eyeglasses the application recognizes his face and allows him to access for mobile file,
also when he doesn’t wear his eyeglasses as shown in Fig.9.(D) and try to access a mobile file, it is asked about his face
ID and when the application recognizes his face it allows him to access the mobile file as illustrated in Fig.9.(F).
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Fig. 9. Participant with eyeglasses (A), correct face 1D and registered (B), list of choices on the mobile application (C). Participant without wearing
his eyeglasses (D), correct face ID and registered (E), list of choices on the mobile application (F).

Table 2. Comparison between the proposed model in this paper and those of other studies in the literature.

Reference Application Accuracy Long distance Performance Face recognition Recognize
(m) used Eyeglass and hat
[1] App locker 93% 1.5 medium yes No
[21] f-looker app - 2 Very Satisfactory yes No
[24] File management 91% 15 slow yes No
[25] Applock with 90% 15 slow yes No
face
[26] Super app lock 85% - Too slow yes No
[27] Smart lock app - 2 Very slow yes No
- Our application 99% 1 High yes yes
(A) (8) Q) (D)
= ®
daF B

41 == —

Fig. 10. Applock with face A [25], File management B [24], super app lock C [26], and smart lock app D [27].
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When reviewing different applications, it is critical to examine both their advantages and disadvantages. Previous
research has looked into how Android application lockers use biometric identification and user interface to protect
phones. However, more approaches have flaws and may have difficulty recognizing people who wear eyeglasses or hats,
particularly women who wear veils.

We investigate how machine-learning techniques can be utilized to overcome these constraints in facial
recognition. Other research has looked at machine learning algorithms to detect faces and use in applications, as well as
how many meters can capture a photo, such as the f-looker application, which takes only 2 m [25] App locker 1.5 m [1],
but our application only takes 1m, which is one of the limitations of our application that we need to improve.

However, this study focuses further on the impact of the combination of facial recognition technology and a
variety of characteristics in the context of Android lockers for file security, so it balances between the security of the
file in the phone and efficiency.

While this study gives helpful insights into technical aspects and overall user views of mobile security applications,
some applications continue to experience accuracy challenges. Our Android application, on the other hand, has a 99%
accuracy rate, whereas App Locker has a 93% accuracy rate [1].

This study has also produced an easy-to-use application that is appropriate for all people, regardless of gender or
age. However, there is still some misunderstanding over how although previous investigations have dealt with similar
topics; they have not thoroughly investigated precisely the elements that this research is trying to find.

Fig.10. (A, B, C, D) shows the deed back from the Google store about each application and it shows below the
details.

File management apps are shown in Fig.10.((B), particularly ones with broad functionality, may consume system
resources and degrade device performance. This could be an issue with older or less powerful devices, Changes in
Android versions can also affect the capabilities of file manager apps [24], and Smart Lock app [27] but in our
application, we consider the performance of the application to be efficient, Applock with Face app [25]is good but it's a
bit slow when it comes to scanning the face despite our application being scanned and Fig.10.( A) show the feedback,
Super Applock with Face ID [26] the 6-digit PIN was invalid. The app only accepts four digits, and there is no way to
delete the security after it has been added, it will only accept a passcode or a pattern. There is no facial unlock available,
and we see the feedback for this Super Applock with Face ID in Fig.10. (C).

The Smart Lock app suddenly stopped working properly. The problem encountered is that it turns off and on,
depending on which lock is used. However, if a checkmark to locked, it goes off every time someone exits compared
with our application in this study it works faster and no problem happens when it runs the application Fig.10.(D)
represents the feedback.

Finally, we believe that this study will provide important insights into the variables that impact the success of
different safety measures, especially about individuals who use eyeglasses or headwear.

So, my Android app is used to secure sensitive files on smartphones. It adds application authentication using
security measures and can be easily integrated into other systems. It is faster, easier, and more secure than passwords
and PINs, and suitable for all ages. It is simple to use and suitable for people of all ages, including the elderly, children,
and people with disabilities. It is also more convenient than utilizing difficult-to-remember passwords or PINs. Another
benefit is that it is quite secure. It analyzes the distinctive features of the user's face, such as the distance between the
eyes, the shape of the nose, and the contours of the face, using advanced algorithms. This makes it harder for someone
to hack the phone with a bogus image. Overall, Face recognition is a dependable and safe method of protecting your
phone and critical information. It is simpler to use, more accurate, and more secure than other applications. Face
recognition is an excellent solution for everyone, whether they are elderly, children, or those with impairments.

5. Conclusion

The main contribution of this work is the safe file access solution it provides for Android. Modern security
authentication methods are offered. Face recognition is fast and effective since it uses the CNNA algorithm from the
OpenCV library, but it still depends on dlib. The developed Android application in this paper employs a variety of
security safeguards to prevent unwanted access to applications or files holding sensitive information, such as email,
social media, and chat passwords. The application provides advanced security by unlocking the phone with the owner's
image, making it difficult for anybody else to access the phone using a phony image. The application is simple to use,
appropriate for all ages, and more secure than passwords or PINs. The application is incredibly exact, identifying the
owner's face with 99% percent accuracy. This capability can be added to the existing understanding of Android
application lockers to avoid sensitive file hacking and close a research gap. We plan to incorporate liveness detection as
a critical security feature. This functionality will detect real-time user presence by analyzing micro-movements like
blinking or slight head motions, which are challenging to replicate with photos or masks. This approach minimizes the
risk of unauthorized access through presentation attacks, ensuring that only real, live users can access sensitive files.
Additionally, our future work will investigate adversarial training techniques to further secure the model against
manipulation attempts specific to Android platforms, reinforcing the reliability of face-based authentication in real-
world applications.
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The creative process can be both challenging and rewarding. There are several stages and obstacles to overcome
between the initial concept and the finished product. The app's ability to collect distances is less than 1 meter, which
will be considered in future work. In addition to addressing difficult concerns such as headgear and spectacles to
achieve high accuracy, as well as ambient aspects such as illumination.
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